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1 Introduction

Integrating the Healthcare Enterprise (IHE) is an initiative designed to stimulate the integration
of the information systems that support modern healthcare institutions. Its fundamental objective
is to ensure that in the care of patients all required information for medical decisions is both
correct and available to healthcare professionals. The IHE initiative is both a process and a forum
for encouraging integration efforts. It defines a technical framework for the implementation of
established messaging standards to achieve specific clinical goals. It includes a rigorous testing
process for the implementation of this framework. And it organizes educational sessions and
exhibits at major meetings of medical professionals to demonstrate the benefits of this
framework and encourage its adoption by industry and users.

The approach employed in the IHE initiative is to support the use of existing standards, e.qg.,
HL7, ASTM, DICOM, ISO, IETF, OASIS and others as appropriate, rather than to define new
standards. IHE profiles further constrain configuration choices where necessary in these
standards to ensure that they can be used in their respective domains in an integrated manner
between different actors. When clarifications or extensions to existing standards are necessary,
IHE refers recommendations to the relevant standards bodies.

This initiative has numerous sponsors and supporting organizations in different medical specialty
domains and geographical regions. In North America the primary sponsors are the Healthcare
Information and Management Systems Society (HIMSS) and the Radiological Society of North
America (RSNA). IHE Canada has also been formed. IHE Europe (IHE-EUR) is supported by a
large coalition of organizations including the European Association of Radiology (EAR) and
European Congress of Radiologists (ECR), the Coordination Committee of the Radiological and
Electromedical Industries (COCIR), Deutsche Rontgengesellschaft (DRG), the EuroPACS
Association, Groupement pour la Modernisation du Systeme d'Information Hospitalier
(GMSIH), Société Francaise de Radiologie (SFR), Societa Italiana di Radiologia Medica
(SIRM), and the European Institute for health Records (EuroRec). In Japan IHE-J is sponsored
by the Ministry of Economy, Trade, and Industry (MET]I); the Ministry of Health, Labor, and
Welfare; and MEDIS-DC; cooperating organizations include the Japan Industries Association of
Radiological Systems (JIRA), the Japan Association of Healthcare Information Systems Industry
(JAHIS), Japan Radiological Society (JRS), Japan Society of Radiological Technology (JSRT),
and the Japan Association of Medical Informatics (JAMI). Other organizations representing
healthcare professionals are invited to join in the expansion of the IHE process across
disciplinary and geographic boundaries.

1.1 Overview of the Technical Framework

This document, the IHE IT Infrastructure Technical Framework (IT1 TF), defines specific
implementations of established standards to achieve integration goals that promote appropriate
sharing of medical information to support optimal patient care. It is expanded annually, after a
period of public review, and maintained regularly through the identification and correction of
errata. The current version, Rev 12.0 for Final Text, specifies the IHE transactions defined and

| HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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implemented as of September 2015 . The latest version of the document is always available via
the Internet at http://ihe.net/Technical _Frameworks/.

The IHE IT Infrastructure Technical Framework identifies a subset of the functional components
of the healthcare enterprise, called IHE actors, and specifies their interactions in terms of a set of
coordinated, standards-based transactions. It describes this body of transactions in progressively
greater depth. Volume 1 (IT1 TF-1) provides a high-level view of IHE functionality, showing the
transactions organized into functional units called integration profiles that highlight their
capacity to address specific IT Infrastructure requirements.

Volumes 2a, 2b, and 2x of the IT Infrastructure Technical Framework provide detailed technical
descriptions of each IHE transaction used in the IT Infrastructure Integration Profiles. Volume 3
contains content specification and specifications used by multiple transactions. These volumes

are consistent and can be used in conjunction with the Integration Profiles of other IHE domains.

The other domains within the IHE initiative also produce Technical Frameworks within their
respective areas that together form the IHE Technical Framework. For example, the following
IHE Technical Framework(s) are some of those which are available:

e [HE IT Infrastructure Technical Framework

e |HE Cardiology Technical Framework

e |HE Laboratory Technical Framework

e |HE Patient Care Coordination Technical Framework
e |HE Radiology Technical Framework

Where applicable, references are made to other technical frameworks. For the conventions on
referencing other frameworks, see ITI TF-1: 1.6.3.

1.2 Overview of IT Infrastructure Technical Framework Volumes 2a,
2b, and 2x, and 3

The remainder of Section 1 further describes the general nature, purpose and function of the
Technical Framework. Section 2 presents the conventions used in this volume to define IHE
transactions.

Section 3 defines transactions in detail, specifying the roles for each Actor, the standards
employed, the information exchanged, and in some cases, implementation options for the
transaction. Section 3 is divided into two parts:

e Volume 2a: Sections 3.1 - 3.28 corresponding to transactions [ITI-1] through [ITI-28].

e Volume 2b: Sections 3.29 - 3.51 corresponding to transactions [IT1-29] through [ITI-51].
Volume 2x contains all appendices providing technical details associated with the transactions.
Volume 3, Section 4 contains specifications that are used by multiple transactions.

HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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Volume 3, Section 5 contains Content Specifications.

1.3 Audience

The intended audience of this document is:
e IT departments of healthcare institutions
e Technical staff of vendors planning to participate in the IHE initiative
e Experts involved in standards development

e Those interested in integrating healthcare information systems and workflows

1.4 Relationship to Standards

The IHE Technical Framework identifies functional components of a distributed healthcare
environment (referred to as IHE actors), solely from the point of view of their interactions in the
healthcare enterprise. At its current level of development, it defines a coordinated set of
transactions based on ASTM, DICOM, HL7, IETF, ISO, OASIS and W3C standards. As the
scope of the IHE initiative expands, transactions based on other standards may be included as
required.

In some cases, IHE recommends selection of specific options supported by these standards;
however, IHE does not introduce technical choices that contradict conformance to these
standards. If errors in or extensions to existing standards are identified, IHE’s policy is to report
them to the appropriate standards bodies for resolution within their conformance and standards
evolution strategy.

IHE is therefore an implementation framework, not a standard. Conformance claims for products
must still be made in direct reference to specific standards. In addition, vendors who have
implemented IHE integration capabilities in their products may publish IHE Integration
Statements to communicate their products’ capabilities. Vendors publishing IHE Integration
Statements accept full responsibility for their content. By comparing the IHE Integration
Statements from different products, a user familiar with the IHE concepts of actors and
integration profiles can determine the level of integration between them. See ITI TF-2x:
Appendix C for the format of IHE Integration Statements.

1.5 Relationship to Real-world Architectures

The IHE actors and transactions described in the IHE Technical Framework are abstractions of
the real-world healthcare information system environment. While some of the transactions are
traditionally performed by specific product categories (e.g., HIS, Clinical Data Repository,
Radiology Information Systems, Clinical Information Systems or Cardiology Information
Systems), the IHE Technical Framework intentionally avoids associating functions or actors with
such product categories. For each Actor, the IHE Technical Framework defines only those
functions associated with integrating information systems. The IHE definition of an Actor should
therefore not be taken as the complete definition of any product that might implement it, nor

HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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should the framework itself be taken to comprehensively describe the architecture of a healthcare
information system.

The reason for defining actors and transactions is to provide a basis for defining the interactions
among functional components of the healthcare information system environment. In situations
where a single physical product implements multiple functions, only the interfaces between the
product and external functions in the environment are considered to be significant by the IHE
initiative. Therefore, the IHE initiative takes no position as to the relative merits of an integrated
environment based on a single, all-encompassing information system versus one based on
multiple systems that together achieve the same end. IHE demonstrations emphasize the
integration of multiple vendors’ systems based on the IHE Technical Framework.

1.6 Comments

IHE International welcomes comments on this document and the IHE initiative. They can be
submitted using the Web-based comment form at http://www.ihe.net/ITI_Public_Comments or
by sending an email to the co-chairs and secretary of the IT Infrastructure domain committees at

iti@ihe.net.

1.7 Copyright Permission

Health Level Seven, Inc., has granted permission to the IHE to reproduce tables from the HL7
standard. The HL7 tables in this document are copyrighted by Health Level Seven, Inc. All rights
reserved. Material drawn from these documents is credited where used.

HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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2 Conventions

This document has adopted the following conventions for representing the framework concepts
and specifying how the standards upon which the IHE IT Infrastructure Technical Framework is
based should be applied.

300 2.1 The Generic IHE Transaction Model

Transaction descriptions are provided in Section 3. In each transaction description, the actors, the
roles they play, and the transactions between them are presented as use cases.

The generic IHE transaction description includes the following components:
e Scope: a brief description of the transaction.

305 e Use case roles: textual definitions of the actors and their roles, with a simple diagram
relating them, e.g.,:

Actor Actor

I

e Referenced Standards: the standards (stating the specific parts, chapters or sections
thereof) to be used for the transaction.

310 e Interaction Diagram: a graphical depiction of the actors and messages that support the
transaction, with related processing within an Actor shown as a rectangle and time
progressing downward, similar to:

| HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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Actor Actor Actor

The interaction diagrams used in the IHE IT Infrastructure Technical Framework are
modeled after those described in Grady Booch, James Rumbaugh, and Ivar Jacobson, The
Unified Modeling Language User Guide, ISBN 0-201-57168-4. Simple acknowledgment
messages are often omitted from the diagrams for brevity. One or more messages may be
required to satisfy a transaction. Each message is represented as an arrow starting from
the Actor initiating the message.

e Message definitions: descriptions of each message involved in the transaction, the events
that trigger the message, its semantics, and the actions that the message triggers in the
receiver.

2.2 HL7 Profiling Conventions

See ITI TF-2x: Appendix C for the HL7 profiling conventions as well as the networking
implementation guidelines.

2.3 Use of Coded Entities and Coding Schemes

IHE does not produce, maintain or otherwise specify a coding scheme or other resource for
controlled terminology (coded entities). Where applicable, coding schemes required by the HL7
and DICOM standards take precedence. In the cases where such resources are not explicitly
identified by standards, implementations may utilize any resource (including proprietary or local)
provided any licensing/copyright requirements are satisfied.

HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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3 IHE Transactions
This section defines each IHE transaction in detail, specifying the standards used, the

335 information transferred, and the conditions under which the transaction is required or optional.
3.1 Maintain Time

This section corresponds to Transaction ITI-1 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-1 is used by the Time Server and Time Client Actors.

3.1.1 Scope
340  This transaction is used to synchronize time among multiple systems.

3.1.2Use Case Roles

Time Server Time Client

Maintain Time

Actor: Time Server
Role: Responds to NTP time service queries.
345  Actor: Time Client
Role: Uses NTP or SNTP time service responses to maintain synchronization with Time Servers
and maintain the local system clock.
3.1.3Referenced Standard
NTP Network Time Protocol Version 3. RFC 1305
350 SNTP Simple Network Time Protocol (SNTP) RFC 4330

| HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.
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3.1.4Interaction Diagram

Time Server Time Client

NTP Time Query

NTP Time Response

Figure 3.1.4-1: Maintain Time Messages

3.1.4.1 Maintain Time

The NTP transactions are described in detail in RFC 1305. There is also extensive
documentation on the transactions and recommendations on configurations and setup provided at
http://www.ntp.org. Rather than reproduce all of that material as part of this Framework, readers
are strongly encouraged to explore that site. The most common mode is the query-response mode
that is described below. For other forms, see RFC 1305 and the material on http://www.ntp.org.

The Time Server shall support NTP (which implicitly means that SNTP clients are also
supported). Secure NTP may also be supported. The Time Client shall utilize NTP when it is
grouped with a Time Server. For ungrouped Time Clients with 1 second accuracy requirements,
SNTP may be useable. Time Clients may also support Secure NTP.

Table 3.1.4-1: Permissible Protocol Selections

Protocol Time Server Time Client grouped Time Client Time Client (High
with a Time Server (1s accuracy) accuracy)

SNTP Must Support Prohibited Permitted Prohibited

NTP Must Support Must Support Permitted Permitted

Secure Optional Optional Optional Optional

NTP

3.1.4.1.1 Trigger Events

In a query-response mode the Time Client queries the Time Server and receives a response. This
transaction includes timing estimation of network delays.

3.1.4.1.2 Message Semantics

The Time Client uses the Network Time Protocol (NTP) to synchronize its time with the Time
Server. NTP clients can be configured to use a specific NTP server at a specific IP address, to
obtain the NTP server address automatically from DHCP, and/or to discover the NTP server
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address automatically. Time clients shall support at least manual configuration and may support
all three modes. Time Clients usually maintain time synchronization by adjusting the system

375  clock, so that applications continue to use the system clock facilities. The specific precision of
synchronization depends upon the requirements of specific actors.

Implementations must support a time synchronization accuracy with a median error of less than
one second.

There is a Simple Network Time Protocol (SNTP) RFC 4330 defined that can provide one
380 second accuracy for Time Clients. It uses the exact same protocol as NTP, but does not include
the measurement data used by the NTP high-accuracy statistical estimation algorithm. It has a
lower implementation cost because it omits the measurements and statistical estimation needed
to achieve higher accuracy. This omission of the statistical estimation makes it unsuitable for use
when grouped with a Time Server. Its use is permitted for Time Clients that are not grouped with
385 aTime Server.

Note: 1. The Time Client Actor can often be implemented by using components provided by operating systems. Some
offer only SNTP while others offer the choice of SNTP or NTP clients.
2. SNTP may achieve better than 1 second synchronization when combined with careful hardware, software, and
390 custom network design. This network design will include restrictions on cabling design, hubs, routers, etc. that
are outside the scope of the CT Profile and not verifiable except on a site by site basis.

The use of Secure NTP is not required. The risk of subversion of the time base to conceal
penetration is considered very low, and the operational costs of maintaining Secure NTP too high
395  in most environments.

3.1.4.1.3 Expected Actions

The Time Server and Time Client will maintain synchronization to UTC. The Time Client

maintains a statistical estimation process utilizing time estimates and network delay estimates

from one or more Time Servers. This statistical estimation process yields a time estimate that is
400  used to continually adjust the system clock.

Note: The relationship between the local reported time, UTC, and battery-backed clock is often a source of confusion.
Different hardware and operating systems have different configuration requirements. These should be clearly
documented and made clear in the user interface so that field service and operational staff do not introduce errors.

405 3.2 Get User Authentication

This section corresponds to Transaction ITI-2 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-2 is used by the Client Authentication Agent and Kerberos Authentication
Server Actors.

3.2.1 Scope

410  This transaction is used to authenticate an enterprise-wide user identity. A challenge-response
method verifies that the user knows the correct password. Once the user is authenticated, the
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Kerberos Authentication Server sends a Ticket Granting Ticket (TGT) to the Client
Authentication Agent to permit optimization of subsequent interactions. The TGT acts as a
substitute for repeated login/password type activity.

415  This transaction is equivalent to what is called the “Authentication Service” in RFC 1510.

3.2.2Use Case Roles

Client Authentication Kerberos
Agent Authentication Server

Kerberos User
Authentication

Role: Communicates authentication information to the Kerberos Authentication Server, receives
420 aTGT, and performs internal TGT management.

Actor: Kerberos Authentication Server. In RFC 1510 this is called a Key Distribution Center
(KDC).

Role: Verifies the authentication information, creates a TGT, and sends it to the Client
Authentication Agent.

Actor: Client Authentication Agent.

425 3.2.3Referenced Standard
RFC 1510 The Kerberos Network Authentication Service (V5)

3.2.4Interaction Diagram

The Client Authentication Agent communicates to the Kerberos Authentication Server a

Kerberos Authentication Service Request (KRB_AS_REQ). This message identifies the user, the
430 name of the ticket-granting service and authentication data. The authentication data is usually a

timestamp encrypted with the user’s long-term key. (See RFC 1510 for the exception cases.)
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Client Authentication
Agent

Kerberos
Authentication Server

i KRB_AS_REQ .

» -

” Validate request,
generate TGT,
send response

P
Y
KRB_AS_REP

Figure 3.2.4-1: Get User Authentication Messages

435
3.2.4.1 Get User Authentication (Request/Response)
3.2.4.1.1 Trigger Events
The Kerberos User Authentication transactions normally take place:
1. Upon login or session start for a new user, and
440 2. Shortly before expiration of a TGT. TGT timeouts are selected to minimize the need for

this transaction, but they may expire prior to user logout/ session complete.

When the Client Authentication Agent supports the Authentication for User Context Option, the
Client Authentication Agent shall resolve any Context Manager interface issues before starting
the user authentication. For instance the Client Authentication Agent needs to be sure that it will

445  be accepted by the Context Manager as the one and only user authenticator in the context for this
user session. Similar issues may apply with non-IHE uses of CCOW.

3.2.4.1.2 Message Semantics

The Client Authentication Agent shall support use of this transaction with the Kerberos user
name/password system defined in RFC 1510. The username and password shall consist of the 94

450  printable characters specified in the International Reference Version of 1ISO-646/ECMA-6 (aka
U.S. ASCII).

3.2.4.1.3 Expected Actions

The Client Authentication Agent shall perform TGT management, so that subsequent activities
can re-use TGTs from a credentials cache. The Client Authentication Agent shall ensure that a

455  user has access to only to his or her own tickets (both TGT and Service Tickets). This is most
often done by clearing the credentials cache upon user logout or session completion.
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When the Client Authentication Agent supports the Authenticator for User Context Option, the
agent shall perform the Change Context Transaction to set the user identity in the context
managed by the Context Manager Actor.

When the user session ends, the Client Authentication Agent shall remove the user credentials
from its cache. If it supports the Authenticator for User Context Option, the agent shall perform
the Change Context Transaction to set the user to NULL prior to removing the user credentials.

3.2.5Extended Authentication Methods

The Kerberos challenge-response system used by this Integration Profile can be used to verify
users by means of many authentication mechanisms. The mechanism specified in this profile is
the Kerberos username and password system. Other methods such as smart cards and biometrics
have also been documented but not standardized. (See ITI TF-1: Appendix D for a discussion of
alternate authentication mechanisms.)

3.2.6 Audit Record Considerations

The Client Authentication Agent shall produce the ATNA UserAuthenticated event for each Get
Authentication [ITI-2] transaction with the EventTypeCode equal to Login or Failure as
appropriate. If the application knows about logout, this shall produce a UserAuthentication event
with the eventTypeCode of Logout. The UserName element shall be the Kerberos identity in the
form of username@realm.

Field Name Opt Value Constraints
Event EventID M EV(110114, DCM, “UserAuthenticated”)
AuditMessage/ EventActionCode M “E” (Execute)
Eventldentification
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EV(110122, DCM, “Login”)
EventTypeCode M
ventiyp EV/(110123, DCM, “Logout”)

Source (1)

Human Requestor (1)

Destination (0)

Audit Source (Client Authentication Agent) (1)

Participant Object (0)

Where:
Source UserID M The process ID as used within the local operating system in the
AuditMessage/ local system logs.

ActiveParticipant AlternativeUser|D u not specialized
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110150, DCM, “Application™)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
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| | NetworkAccessPointlD M The machine name or IP address

Human UserlD M Identity of the human that initiated the transaction.
Requestor (if AlternativeUser|D U not specialized
known) UserName U not specialized
AuditMessage/ -
ActiveParticipant UserlsRequestor U not specialized
RolelDCode U not specialized
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Audit Source AuditSourcelD U not specialized
_AuditMessage/ AuditEnterpriseSitelD U not specialized
AuditSourceldentification
AuditSourceTypeCode U not specialized

480
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3.3 Get Service Ticket

This section corresponds to Transaction ITI-3 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-3 is used by the Client Authentication Agent and Kerberos Authentication

485  Server Actors.
3.3.1 Scope
The Client Authentication Agent uses this transaction to obtain the service ticket that will be sent
to a Kerberized Server to authenticate this user to a Kerberized Server.

3.3.2Use Case Roles

Client Authentication Kerberos
Agent Authentication Server

Kerberos User
Authentication

Role: Client communicates authentication information to the Kerberos Authentication Server,
receives a Service Ticket, and performs internal ticket management.

495  Actor: Kerberos Authentication Server. In RFC 1510 this is called a Key Distribution Center
(KDC).

Role: Verifies the authentication information, creates a ticket, and sends it to the Client
Authentication Agent Actor.

490

Actor: Client Authentication Agent.

3.3.3Referenced Standard
500 RFC 1510 The Kerberos Network Authentication Service (V5)

3.3.4Interaction Diagram
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Client Authentication Agent Kerberos Authentication
Server

Utilize service
request
information and
TGT to generate
a service ticket

< authenticating the
user to the
requested service

KRB_TGS_REQ

\4

KRB_TGS_REP

3.3.4.1.1 Trigger Events

A service ticket is requested prior to communicating with a Kerberized Server. This ticket will be
provided to that service as part of the Kerberized communication process.

3.3.4.1.2 Message Semantics

The Client Authentication Agent Actor requests credentials for a service by sending the Kerberos
Authentication Server a Kerberos Ticket-Granting Service Request (KRB_TGS_REQ). This
message includes the user’s name, an authenticator encrypted with the user’s logon session key,
the TGT obtained in the Get User Authentication Transaction, and the name of the service for
which the user wants a ticket.

When the Kerberos Authentication Server receives KRB_TGS_REQ, it decrypts the TGT with
its own secret key, extracting the logon session key. It uses the logon session key to decrypt the
authenticator and evaluates that. If the authenticator passes the test, the Kerberos Authentication
Server extracts the authorization data from the TGT and invents a session key for the client to
share with the Kerberized Server Actor that supports the service. The Kerberos Authentication
Server encrypts one copy of this session key with the user’s logon session key. It embeds another
copy of the session key in a ticket, along with the authorization data, and encrypts this ticket with
the service’s long-term key. The Kerberos Authentication Server then sends these credentials
back to the client in a Kerberos Ticket-Granting Service Reply (KRB_TGS_REP).

There are no IHE specific extensions or modifications to the Kerberos messaging.

3.3.4.1.3 Expected Actions

When the Client Authentication Agent receives the reply, it uses the logon session key to decrypt
the session key to use with the service, and stores the key in its credentials cache. Then it extracts
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the ticket for the service and stores that in its cache. The client shall maintain the ticket in the
credentials cache for later use.
3.3.4.1.4 Service Registration

530 The Kerberized Communication services supported in an enterprise shall be registered on the
Kerberos Authentication Server according to the RFC 1510 protocol specification used. The
registration of the service on the KDC is outside the scope of this profile.
3.3.5Security Considerations

The Get Service Ticket [ITI-3] Transaction is not required to log an ATNA UserAuthentication
535 event in the case of successful communications. An ATNA UserAuthentication event shall be
logged when the communications fails for the purpose of authentication failure.
3.4 Kerberized Communication
This section corresponds to Transaction I1TI-4 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-4 is used by the Client Authentication Agent and Kerberized Server Actors.
540 3.4.1Scope
This section specifies the details of the association of a Kerberos user identity with a session for
a session oriented protocol, or a transaction for a transaction oriented protocol.

3.4.2Use Case Roles

Client Authentication Kerberized Server

Agent

Role: Provides appropriate ticket as part of the connection or session management for another
protocol.

550  Actor: Kerberized Server

Role: Accepts and verifies the ticket to perform user-identity-related services as part of the
connection or session management for another protocol.

545

Actor: Client Authentication Agent

| HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.

Rev. 12.0 Final Text — 2015-09-18 21 Copyright © 2015 IHE International, Inc.



555

560

565

570

575

IHE IT Infrastructure Technical Framework, VVolume 2a (IT1 TF-2a): Transactions Part A

3.4.3Referenced Standard
RFC 1510 The Kerberos Network Authentication Service (V5)

3.4.4Interaction Diagram

Client Authentication Agent Kerberized Server
! i
' i

KRB_AP_REQ

h 4

KRB_AP_REP

A

Figure 3.4-1: Kerberized Communications

3.4.4.1 Kerberized Communications

The sequence diagram above describes information flow that can be encapsulated in a variety of
different protocol startup sequences. The specific details for this encapsulation are defined as
part of the definition of Kerberizing a specific kind of communication protocol.

3.4.4.1.1 Trigger Events
This occurs at the beginning of a session or as part of each session-less transaction.

3.4.4.1.2 Message Semantics

The Client Authentication Agent Actor requests service from a Kerberized Server by sending the
server a Kerberos Application Request (KRB_AP_REQ). This message contains an authenticator
encrypted with the session key, the ticket obtained in the Get Service Ticket Transaction, and a
flag indicating whether the client wants mutual authentication. (The setting of this flag is either
specified by the rules of the Kerberized communications, or is an option of the specific
Kerberized protocol.)

The Kerberized Server receives KRB_AP_REQ, decrypts the ticket, and extracts the
authorization data and the session key. The server uses the session key to decrypt the
authenticator and then evaluates the timestamp inside. If the authenticator passes the test, the
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server looks for a mutual authentication flag in the client’s request for protocols that support
mutual authentication. If the flag is set, the server uses the session key to encrypt the time
supplied by the Client Authentication Actor and returns the result in a Kerberos Application
Reply (KRB_AP_REP).

The actual encoding and exchange of the KRB_AP_REQ and KRB_AP_REP are defined as part
of the definition of the specific Kerberized protocol.

3.4.4.1.3 Expected Actions

When the Client Authentication Actor receives KRB_AP_REP, it decrypts the server’s
authenticator with the session key it shares with the server and compares the time returned by the
service with the time in the client’s original authenticator. If the times match, the client knows
that the service is genuine, and the connection proceeds.

If no mutual authentication is requested, the other IHE actors proceed with their IHE
transactions. These transactions are identified as being requested by the authenticated user. The
other actors will utilize this information for other purposes, such as confirming user authorization
or logging user actions into audit trails.

3.4.4.2 Kerberized HTTP

Kerberized HTTP shall use SPNEGO-HTTP
(see http://www.ietf.org/internet-drafts/draft-brezak-spnego-http-04.txt)

Note: At the time of publication there were no Kerberized HTTP normative standards. There are three relatively
well-documented non-normative specifications. In addition, there are commercial and open source
implementations of this specification for web and application servers. It was decided to use the Kerberized HTTP
specification that is implemented by Microsoft Internet Explorer (MSIE) because many healthcare desktops use
MSIE.

The following figure shows a typical message sequence for Kerberized HTTP.

HL7, HEALTH LEVEL SEVEN and CDA are the registered trademarks of Health Level Seven International.

Rev. 12.0 Final Text — 2015-09-18 23 Copyright © 2015 IHE International, Inc.


http://www.ietf.org/internet-drafts/draft-brezak-spnego-http-04.txt

IHE IT Infrastructure Technical Framework, VVolume 2a (IT1 TF-2a): Transactions Part A

Client Authentication Kerberos HTTP Kerberized
Agent Authentication Server Server
Start HTTP
session
_________ > ' :

HTTP Get—no authemi_ication
return 401 (WWW—Aut:henticate: Negotiate)

Get Kerberos Servic '
Internal Ticket [ | | Ticket[ITI-3] E
Management L '

HTTP Get - Kerberized Communication [ITI-41

v
L1

Validate
Ticket

Figure 3.4-2: Kerberized HTTP

There is also documentation on the transactions, configuration, and troubleshooting these

605  configurations. Rather than reproduce all of that material as part of this Framework, readers are
strongly encouraged to explore these references.
(See http://support.microsoft.com/default.aspx?scid=kb;ben-us;326985)

3.4.4.2.1 Trigger Events

This transaction occurs at the beginning of each HTTP transaction.
610

Note: ~ When the workstation is properly configured utilizing Microsoft Internet Explorer these transactions are
transparent. A prompt for username, password, and domain is an indication of an improperly configured
component.

3.4.4.2.2 Message Semantics

615  This IHE profile recognizes that the SPNEGO-HTTP method allows the client side to return
Kerberos credentials or NTLM credentials. This IHE profile thus restricts the transactions to the
Kerberized credentials.
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3.4.4.3 Kerberized DICOM

The Kerberization of DICOM has been proposed and is under development. There is not a
finished standard at this time.

3.4.4.4 Kerberized HL7

The Kerberization of HL7 has been proposed and is under development. There is not a finished
standard at this time.

3.4.5 Security Considerations

The Kerberized Communications [ITI-4] Transaction is not required to log an ATNA
UserAuthentication event in the case of successful communications. An ATNA
UserAuthentication event shall be logged when the communications fails for the purpose of
authentication failure.

3.5 Join Context

This section corresponds to Transaction ITI-5 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-5 is used by the Patient Context Participant, User Context Participant, Client
Authentication Agent and Context Manager Actors.

3.5.1 Scope

Any of the context participant actors using this Transaction (Patient Context Participant, User
Context Participant, and Client Authentication Agent) may locate and join a context management
session specific to the workstation on which the instigating user is interacting.

A Context Participant Actor shall first locate the instance of the Context Manager Actor via
technology specific methods as defined in the HL7 Context Management “CCOW?” technology
mapping documents. Once the context manager reference is returned, the Context Participant
Actor issues a join method to the context manager, which returns a unique participant identifier.
User Context Participant and Client Authentication Agent shall use this identifier along with a
shared secret as inputs to a two stage secure binding process, which results in the exchange of
public keys between the two actors.

If an implementation groups two or more context participant actors, this Transaction shall be
performed only once on a launch of an application in which those actors are grouped. All
grouped actors share the same common context. If at least one of the grouped actors is a User
Context Participant or a Client Authentication Agent, this transaction shall include the two-stage
secure binding process.

The semantics of the methods used in this Transaction are defined in the documents HL7

Context Management “CCOW?” Standard: Component Technology Mapping: ActiveX or HL7
Context Management “CCOW?” Standard: Component Technology Mapping: Web. A Context
Participant Actor can implement either technology. The Context Manager Actor shall support
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both technologies in order to interoperate with joining participants implementing the technology
of their choice.

655 3.5.2Use Case Roles

Patient Context User Context Client
Participant Actor Participant Actor Authentication
Agent

Join Context

Context
Manager Actor

Actor: Patient Context Participant

660  Role: Initiates establishment of context session connection with the Context Manager so as to be
able to change and follow Patient Subject changes in the common context.

Actor: User Context Participant

Role: Initiates establishment of a secure context session connection with the Context Manager so
as to be able to follow User Subject changes in the common context.

665  Actor: Client Authentication Agent

Role: Initiates establishment of a secure context session connection with the Context Manager so
as to be able to perform User Subject changes in the common context.

Actor: Context Manager

Role: Responds to the request to join the context session from the context participant.

670 3.5.3Referenced Standard
HL7 Context Management “CCOW?” Standard, Version 1.4:
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
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675 3.5.4Interaction Diagrams

The Join Context Transaction involves a different set of messages depending on the type of
subjects the context participant is interested in, either Patient subject, User subject or both Patient
and User subjects.

Patient Context Context Manager
Participant Actor Actor

Locate Context Manager

JoinCommonContext

680 '
Figure 3.5-1: Patient Subject Join Context Interaction Diagram
Client Authentication Context User Context
Agent Actor Manager Participant
Actor Actor

Locate Context Manager

Locate Context Manager

JoinCommonContext

>
InitializeBinding ) < JoinCommonContext
FinalizeBinding > InitializeBinding

FinalizeBinding

Figure 3.5-2: User Subject Join Context Interaction Diagram

685 3.5.4.1 Join Context — Locate Method

To join the common context upon launch of an application, it is necessary for the context
participant to locate the Context Manager that supports context management for the user’s
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workstation. This is achieved by the invocation of the Locate method in accordance with
specifications of the HL7 Context Management “CCOW’”” Standard.

3.5.4.1.1 Trigger Events

The Locate method is triggered by the user launch of an application that contains one of the
following actors: Patient Context Participant, User Context Participant or Client Authentication
Agent.

3.5.4.1.2 Message Semantics

In a Web/HTTP implementation, Locate is defined as a method of the
ContextManagementRegistry interface. The IHE Context Manager Actor provides this interface
for the context participants to call upon, and thus implements the CCOW defined Context
Management Registry, which is used to locate the appropriate instance of the Context Manager.

In an ActiveX implementation, the context participants determine the location of the instance of
Context Manager from the operating system registry.

3.5.4.1.3 Expected Actions

The Locate method invocation is specific to the Web technology mapping. In this case, the
Content Manager shall return the valid URL of the Context Manager instance or a CCOW
defined UnableToLocate exception. Refer to the HL7 Context Management “CCOW”” Standard:
Component Technology Mapping: Web/HTTP, Chapter 3 for the details of the response
specifications.

3.5.4.2 Join Context — JoinCommonContext Method

The JoinCommonContext method is invoked by the one of the following actors: Patient Context
Participant, User Context Participant or Client Authentication Agent.

3.5.4.2.1 Trigger Events

The JoinCommonContext method is triggered by the valid response of the Locate method with a
reference to the context manager.

3.5.4.2.2 Message Semantics

JoinCommonContext is defined as a method on the ContextManager interface. It shall be
invoked by a Context Participant Actor to complete the establishment of the secure context
session. A Context Participant Actor shall provide parameters for this method as specified in the
CCOW Standard.

Refer to the HL7 Context Management “CCOW”” Standard: Technology and Subject-
Independent Architecture document, Section 17.3.6.3, for a detailed description of the
parameters associated with this method.
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3.5.4.2.3 Expected Actions

If the JoinCommonContext method is successful, the Context Manager shall issue the invoking
Actor a unique context participant identifier which is to be used until the context session is
terminated by either a Context Participant Actor or the Context Manager Actor.

If the method fails a descriptive CCOW exception will be returned.

After the context session is established, the Context Manager Actor shall periodically verify
availability of a Context Participant Actor by invoking the Ping method on the
ContextParticipant interface as specified in the CCOW Standard. Refer to the HL7 Context
Management “CCOW’” Standard: Technology and Subject-Independent Architecture document,
Section 17.3.7.6, for a detailed description of the parameters associated with this method.

Should the Context Manager Actor need to terminate an established context session (for
example, in a case of restart), it shall inform the context participants of such action by invocation
of the CommonContextTerminated method on the ContextParticipant interface as specified in the
CCOW Standard. Refer to the HL7 Context Management “CCOW’”’ Standard: Technology and
Subject-Independent Architecture document, Section 17.3.7.5, for a detailed description of the
parameters associated with this method.

The success of this method signifies completion of the Join Context Transaction for the actors
intending to participate only in the patient context.

3.5.4.3 Join Context — InitializeBinding Method

The InitializeBinding method is invoked by the one of the following actors intending to
participate in a user context: User Context Participant or Client Authentication Agent.
3.5.4.3.1 Trigger Events

The InitializeBinding method is triggered by the valid response of the JoinContext method.

3.5.4.3.2 Message Semantics

InitializeBinding is defined as a method on the SecureBinding interface and allows a Context
Participant Actor and Context Manager to verify each other’s identity and supply the Context
Manager’s public key to the requesting context participant.

In the invocation of this method, context participant supplies the application identification and a
digest produced from that identification concatenated with a shared secret. The shared secret is
known in CCOW terms as an applications passcode. The passcode shall be site configurable.

Refer to the HL7 Context Management “CCOW”” Standard: Technology and Subject-
Independent Architecture document, Section 17.3.12.2, for a description of the parameters
associated with this method, to be issued by the Context Participant Actor.
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3.5.4.3.3 Expected Actions

755  Performing the InitializeBinding method, the Context Manager verifies the identity of a
requesting context participant and responds with the message containing its public key. Refer to
the HL7 Context Management “CCOW’” Standard: Technology and Subject-Independent
Architecture document, Section 17.3.12.2, for the specifics of the response formation.
3.5.4.4 Join Context — FinalizeBinding Method

760  The FinalizeBinding method is invoked by the one of the following actors: User Context
Participant or Client Authentication Agent.
3.5.4.4.1 Trigger Events
The FinalizeBinding method is triggered by the valid response of the InitializeBinding method.

3.5.4.4.2 Message Semantics

765  FinalizeBinding is defined as a method on the SecureBinding interface and allows a Context
Participant Actor to supply the Context Manager with its public key.

In the invocation of this method, the context participant supplies its public key and a digest
digitally signed with its private key.

Refer to the HL7 Context Management “CCOW’” Standard: Technology and Subject-
770  Independent Architecture document, Section 17.3.12.3, for a description of the parameters
associated with this method, to be issued by the Context Participant Actor.

3.5.4.4.3 Expected Actions

Performing the FinalizeBinding method, the Context Manager verifies the identity of a
requesting context participant and accepts or rejects its public key. Refer to the HL7 Context

775  Management “CCOW?” Standard: Technology and Subject-Independent Architecture document,
Section 17.3.12.3, for the specifics of the response formation.

The success of this method signifies completion of the Join Context Transaction for the actors
intending to participate in the user context.
3.6 Change Context

780  This section corresponds to Transaction ITI-6 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-6 is used by the Context Participant and Context Manager Actors.
3.6.1 Scope

This transaction allows for an application supporting the Context Participant Actor to change the
values for one or more context subjects, forcing other Context Participant Actors to synchronize
785  Dbased on the new context values.
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The Change Context Transaction is composed of multiple methods as defined by the HL7
Context Management “CCOW’”” Standard. There are two key characteristics to this transaction.
The first is that the transaction has multiple phases consisting of instigating the change,
surveying the other participants, and finally publishing the decision as to whether the context
changed or not. The second characteristic is that the context change involves a specific subject.
For the Patient Context Participant Actor the subject being changed is the patient subject. For the
Client Authentication Agent Actor the subject being changed is the user subject. Applications
that implement only the Patient Context Participant Actor shall not expect the user subject to be
set in context.

The semantics of the methods used are defined in the documents HL7 Context Management
“CCOW?” Standard: Component Technology Mapping: ActiveX or HL7 Context Management
“CCOW?” Standard: Component Technology Mapping: Web, in conjunction with the HL7
Context Management “CCOW?” Standard: Subject Data Definitions document. The Context
Participant Actor can choose the technology implementation it wishes to implement. The
Context Manager Actor must support both technology implementations in order to accommodate
whichever implementation a participant ends up choosing.

In the case where Patient Context Participant Actors use identifiers from different patient
identifier domains the Context Manager Actor shall be grouped with the Patient Identifier Cross-
reference Consumer Actor and the corresponding PIX Query transaction as defined in Section
3.9 to retrieve all identifiers the patient is known by. The IHE Context Manager Actor
encompasses more than a CCOW context manager function. See ITI TF-2x: Appendix D for a
complete discussion of the grouping of these two actors.

The CCOW architecture is defined as a set of components that implement defined interfaces and
their detailed methods as specified in the HL7 Context Management “CCOW”” Standard:
Technology Independent Architecture document. This structure is different than the traditional
IHE network transaction. As is depicted in the interaction diagram in Section 3.6.4, the IHE
Change Context Transaction is composed of multiple CCOW-defined methods.

3.6.2Use Case Roles
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Patient Context Client
Participant Actor Authentication
Agent Actor

Change Context

Context
Manager Actor

815

Actor: Client Authentication Agent
Role: Initiates context change for user subject by supplying new context values.
Actor: Patient Context Participant

820 Role: Initiates context change for patient subject by supplying new context values. After
receiving the context survey results it finalizes context change decision. Applications containing
this Actor without a patient lookup function would not use this transaction.

Actor: Context Manager
Role: Manages Change Context Transaction lifecycle.

825 3.6.3Referenced Standard
HL7 Context Management “CCOW?” Standard, Version 1.4:
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
830 Subject Data Definitions
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3.6.4Interaction Diagram

Patient Context

Participant Actor I\(zgggétr
or Client Authentication P

Agent
: i

StartContextChanges

\ 4

SetltemValues

\ 4

EndContextChanges Request

v

EndContextChanges Response

»

PublishChangesDecision

Figure 3.6-1: Change Context sequence

3.6.4.1 Context Change — StartContextChanges Method

3.6.4.1.1 Trigger Events

This method is triggered by a specific user gesture. The user gesture that triggers this transaction
in for the Patient Context Participant Actor is one of selecting a patient. The user gesture that
triggers this transaction for the Client Authentication Agent Actor is authentication of a user.

3.6.4.1.2 Message Semantics

The Patient Context Participant and/or the Client Authentication Agent Actor will issue a
StartContextChanges method of the ContextManager interface. Refer to the HL7 Context
Management “CCOW’” Standard: Technology and Subject-Independent Architecture document,
Section 17.3.6.5, for a more detailed description of the parameters associated with this method.
IHE specifies no restrictions or extensions to the CCOW definition of the StartContextChanges
method.

3.6.4.1.3 Expected Actions

The Context Manager Actor returns the pending context coupon. Refer to the HL7 Context
Management “CCOW’” Standard: Technology and Subject-Independent Architecture document,
Section 17.3.6.5, for a more detailed description of the response issued by the Context Manager
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Actor. IHE specifies no restrictions or extensions to the CCOW definition of the
StartContextChanges method.

3.6.4.2 Change Context — SetltemValues Method

3.6.4.2.1 Trigger Events

855  The SetltemValues method is triggered by the return of a context coupon in response to the
StartContextChanges method.

3.6.4.2.2 Message Semantics

3.6.4.2.2.1Patient Context Participant Actor support for CCOW Patient Subject

The Patient Context Participant Actor issues an invocation of the SetltemValues method of the
860  ContextData interface to the Context Manager Actor. Refer to the HL7 Context Management
“CCOW?” Standard: Technology and Subject-Independent Architecture document, Section
17.3.4.4, for a more detailed description of the parameters associated with this method, to be
issued by the Patient Context Participant Actor. The Patient Context Participant Actor supports

synchronization around the CCOW patient subject. A Patient Context Participant Actor

865  performing a Change Context Transaction shall set the Patient.ld.ldList.1 patient identifier item.
All other patient identifier items as defined by the CCOW standard and shown in Table 3.6.4.2-1
Patient Subject Identifier Items, are subject to deprecation in future releases of the standard.

Table 3.6.4.2-1: Patient Subject Identifier Items

Patient Subject HL7 HL7 Data HL7 Semantic Constraints Case
Identifier tem Name Meaning Type on Values Sensitive
Patient.1d.MRN.Suffix Patient’s ST HL7 Table 0203ldentifier Type = No

medical record MR
number, per
PID-2
Patient.1d.MPI Patient’s ST HL7 Table 0203Identifier Type = PT No
identifier in the or PI (as agreed upon by context
“Master Patient sharing systems) and Assigning
Index”, per Authority represents the MPI system
PID-2
Patient.ld.NationalldNum Patient’s ST HL7 Table 0203Identifier Type = PT No
ber national and Assigning Authority represents
identifier agreed-upon National Authority
number, per
PID-2
Patient.ld.IdList A list of patient CX May be a repeating set of CX item No
identifiers for a values each of which contains an
patient, per identifier that denotes the same
PID-3 patient
870 Adapted from the HL7 Context Management “CCOW?” Standard, version 1.4
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The Patient.ld.ldList.1 item shall populate component 1, (the patient identifier), and either sub-
component 1, (namespace ID), of component 4, (the assigning authority), of the CX data item.
This is to be consistent with the requirements for the patient identifier as defined in the PIX
Query transaction documented in Section 3.9.4.1.2.2.

The Patient Context Participant Actor should use the SetltemValues associated with the
ContextData interface, as defined in Sections 17.3.4.4 and 17.3.4.5 respectively of the HL7
Context Management “CCOW?”” Standard: Technology and Subject-Independent Architecture
document.

3.6.4.2.2.2Client Authentication Agent Actor support for CCOW User Subject

The Client Authentication Agent Actor supports synchronization around the CCOW user subject.
A Client Authentication Agent Actor performing a Change Context Transaction shall set the
User.ld.Logon.Suffix identifier item, where the Suffix is assigned as Kerberos. This would
make the item name to be used by the Client Authentication Agent Actor
User.ld.Logon.Kerberos. The value of User.ld.Kerberos shall be the username@realm.

The Client Authentication Agent Actor shall use the SetltemValues associated with
SecureContextData interface as defined in Section 17.3.13.3 of the HL7 Context Management
“CCOW?” Standard: Technology and Subject-Independent Architecture document.

3.6.4.2.3 Expected Actions

The Context Manager Actor returns an acknowledgement of the changed data. IHE specifies no
restrictions or extensions to the CCOW definition of the SetltemValues method. Refer to the
HL7 Context Management “CCOW’” Standard: Technology and Subject-Independent
Architecture document, Section 17.3.4.4, for a more detailed description of the response issued
by the Context Manager Actor to the Patient Context Participant Actor. Refer to the HL7 Context
Management “CCOW’” Standard: Technology and Subject-Independent Architecture document,
Section 17.3.13.3, for a more detailed description of the response issued by the Context Manager
Actor to the Client Authentication Agent Actor.

3.6.4.3 Context Change — EndContextChanges

3.6.4.3.1 Trigger Events
The EndContextChanges method is triggered by the completion of the SetltemValues method.

3.6.4.3.2 Message Semantics

The Patient Context Participant and Client Authentication Agent Actors issue an
EndContextChanges method of the ContextManager interface to the Context Manager Actor.
Refer to the HL7 Context Management “CCOW’” Standard: Technology and Subject-
Independent Architecture document, Section 17.3.6.6, for a description of the parameters
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associated with this method. IHE specifies no restrictions or extensions to the CCOW definition
of the EndContextChanges method.

3.6.4.3.3 Expected Actions

The EndContextChanges method triggers the ContextChangesPending method as defined in
Section 3.13.4.1. The Context Manager Actor returns the results of the context survey to the
instigating Patient Context Participant or Client Authentication Agent Actor.

If the instigating Patient Context Participant or Client Authentication Agent Actor receives a
unanimous acceptance in the survey results, then it triggers an accept in the
PublishChangesDecision method.

If the instigating Patient Context Participant or Client Authentication Agent Actor receives one
or more Conditional Accept responses in the survey results, then the application containing the
Actor must ask the user to continue, suspend context participation, or cancel the pending context
change transaction. The user’s decision to continue will result in the context change being
accepted. The user’s decision to suspend context participation will cancel the change transaction
and allow the user to temporarily use the application without affecting the current context
session. The user’s decision to cancel will cancel the pending context change transaction. At this
point the Patient Context Participant or Client Authentication Agent Actor triggers the
PublishChangesDecision with the user’s response.

In the event a participant application does not respond to the survey, after a configurable period
of time the Context Manager Actor will deem the application as “busy”. If the instigating
participant application receives one or more busy responses, it shall only present the suspend or
cancel choices. This prevents an application from inadvertently becoming out of synch with the
context, unbeknownst to the user.

Refer to the HL7 Context Management “CCOW’” Standard: Technology and Subject-
Independent Architecture document, Section 17.3.6.6, for a more detailed description of the
response issued by the Context Manager Actor and actions required by the Patient Context
Participant and or Client Authentication Agent Actors. IHE specifies no restrictions or
extensions to the CCOW definition of the EndContextChanges method.

3.6.4.4 Context Change — PublishChangesDecision

3.6.4.4.1 Trigger Events
The PublishChangesDecision method is triggered by the return of EndContextChanges method.

3.6.4.4.2 Message Semantics

The Patient Context Participant and Client Authentication Agent Actors shall issue either an
accept or cancel via the PublishChangesDecision method of the ContextManager interface to the
Context Manager Actor. Refer to the HL7 Context Management “CCOW?” Standard: Technology
and Subject-Independent Architecture document, Section 17.3.6.8, for a more detailed
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description of the parameters associated with this method. IHE specifies no restrictions or
extensions to the CCOW definition of the PublishChangesDecision method.

3.6.4.4.3 Expected Actions

945  When the PublishChangesDecision method is received by the Context Manager Actor it triggers
the ContextChangesAccepted or ContextChangesCancelled method as defined in Section
3.13.4.2 or Section 3.13.4.3 respectively. IHE specifies no restrictions or extensions to the
CCOW definition of the PublishChangesDecision method. Refer to the HL7 Context
Management “CCOW’” Standard: Technology and Subject-Independent Architecture document,

950  Section 17.3.6.8, for a description of the response issued by the Context Manager Actor.

3.7 Leave Context

This section corresponds to Transaction ITI-7 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-7 is used by the Patient Context Participant, User Context Participant, Client
Authentication Agent, and Context Manager Actors.

955 3.7.1Scope

This transaction allows for an application supporting the Patient Context Participant, User
Context Participant, or Client Authentication Agent Actor to terminate participation in a context
management session in which it is participating.

A Context Participant Actor notifies the Context Manager Actor that is leaving the common
960  context. The semantics of the methods used are defined in the documents HL7 Context
Management “CCOW”” Standard: Component Technology Mapping: ActiveX or HL7 Context
Management “CCOW’” Standard: Component Technology Mapping: Web. The Context
Participant Actor can choose the technology implementation it wishes to implement. The
Context Manager Actor must support both technology implementations in order to accommodate
965  whichever implementation a joining participant ends up choosing.

3.7.2Use Case Roles
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Patient C User Context Client
Pat't?n.t otnfxtt Participant Actor Authentication
articipant Actor Agent Actor

Leave Context

T

User Context
Manager Actor

Actor: Patient Context Participant

Role: Initiates notification to the Context Manager that it will no longer be participating in the
context management session.

Actor: User Context Participant

Role: Initiates notification to the Context Manager that it will no longer be participating in the
context management session.

Actor: Client Authentication Agent

Role: Initiates notification to the Context Manager that it will no longer be participating in the
context management session.

Actor: Context Manager

Role: Responds to the request to leave the context session from the context participant.

3.7.3 Referenced Standard

HL7 Context Management “CCOW?” Standard, Version 1.4:
Technology and Subject Independent Architecture
Component Technology Mapping: ActiveX
Component Technology Mapping: Web
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3.7.4Interaction Diagram

Patient Context Participant Actor '\C/Iontext
or User Context Partcipant Actor Aagffrer

or Client Authentication Agent

LeaveCommonContext

Figure 3.7-1: Leave Context Sequence

3.7.4.1 Leave Context — LeaveCommonContext Method

3.7.4.1.1 Trigger Events

This transaction is triggered by the user closing an application that contains a Patient Context
Participant Actor, a User Context Participant Actor, or Client Authentication Agent Actor.

3.7.4.1.2 Message Semantics

LeaveContext is defined as a method on the ContextManager interface. It shall be invoked by a
Context Participant Actor to announce its departure from the secure context session. A Context
Participant Actor shall provide parameters for this method as specified in the CCOW Standard.

Refer to the HL7 Context Management “CCOW”” Standard: Technology and Subject-
Independent Architecture document, Section 17.3.6.4, for a description of the parameters
associated with this method.

3.7.4.1.3 Expected Actions

The Context Manager Actor acknowledges the receipt of the notification. Refer to the HL7
Context Management “CCOW?”” Standard: Technology and Subject-Independent Architecture
document, Section 17.3.6.4, for a description of the response issued by the Context Manager
Actor.

The context participant is expected to dispose of all context manager interface references upon
receipt of the message reply. No further context change transactions will be processed by the
Context Manager for this context participant.
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3.8 Patient Identity Feed

1010  This section corresponds to Transaction ITI-8 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-8 is used by the Patient Identity Source, Patient Identifier Cross-reference
Manager and Document Registry Actors.

3.8.1 Scope

This transaction communicates patient information, including corroborating demographic data,
1015 after a patient’s identity is established, modified or merged or after the key corroborating
demographic data has been modified.

3.8.2Use Case Roles

Patient Identity Patient Identifier Document
Cross-reference .
Source Registry
Manager

Patient Identity
Feed
1020  Actor: Patient Identity Source

Role: Provides notification to the Patient Identifier Cross-reference Manager and Document
Registry for any patient identification related events including: creation, updates, merges, etc.

Actor: Patient Identifier Cross-reference Manager

Role: Serves a well-defined set of Patient Identification Domains. Based on information
1025 provided in each Patient Identification Domain by a Patient Identification Source Actor, it
manages the cross-referencing of patient identifiers across Patient Identification Domains.

Actor: Document Registry

Role: Uses patient identifiers provided by Patient Identity Source to ensure that XDS Documents

metadata registered is associated with a known patient and updates patient identity in document
1030  metadata by tracking identity change operations (e.g., merge).

3.8.3Referenced Standards

HL7 Version 2.3.1 Chapter 2 — Control, Chapter 3 — Patient Administration

HL7 Version 2.3.1 was selected for this transaction for the following reasons:

e |t provides a broader potential base of Patient Identity Source Actors capable of
1035 participating in the profiles associated with this transaction.
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e It allows existing ADT Actors from within IHE Radiology to participate as Patient
Identity Source Actors.

3.8.4Interaction Diagram

Document Registry
or

Patient Identity Patient Identifier
Source Cross-reference
Manager

Admit/ Register or Update Patient: HL7 ADT"*
*-A01, A04, AO5, A08

Patient Identity Merge: HL7 ADT~A40 ‘j|
[]

Figure 3.8-1: Patient Identity Sequence

3.8.4.1 Patient Identity Management — Admit/Register or Update Patient

3.8.4.1.1 Trigger Events

The following events from a Patient Identity Source Actor will trigger one of the Admit/Register
or Update messages:

e AO01 - Admission of an in-patient into a facility
e A04 - Registration of an outpatient for a visit of the facility

e AO05 - Pre-admission of an in-patient (i.e., registration of patient information ahead of
actual admission).

Changes to patient demographics (e.g., change in patient name, patient address, etc.) shall trigger
the following Admit/Register or Update message:

e A08 - Update Patient Information

The Patient Identifier Cross-reference Manager shall only perform cross-referencing logic on
messages received from Patient Identity Source Actors. For a given Patient Identifier Domain
there shall be one and only one Patient Identity Source Actor, but a given Patient Identity Source
Actor may serve more than one Patient Identifier Domain.

3.8.4.1.2 Message Semantics

The Patient Identity Feed transaction is conducted by the HL7 ADT message, as defined in the
subsequent sections. The Patient Identity Source Actor shall generate the message whenever a
patient is admitted, pre-admitted, or registered, or when some piece of patient demographic data
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changes. Pre-admission of inpatients shall use the A05 trigger event. The segments of the
message listed below are required, and their detailed descriptions are provided in the following
subsections.

1065 Note:  Conventions used in this section as well as additional qualifications to the level of specification and HL7
profiling are stated in ITI TF-2x: Appendix C and C.1.

Required segments are defined below. Other segments are optional

Table 3.8-1: ADT Patient Administration Messages

ADT Patient Administration Message Chapter in HL7
23.1
MSH Message Header 2
EVN Event Type 3
PID Patient Identification 3
PV1 Patient Visit 3

1070

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT
message to its sender. See ITI TF-2x: C.2.3, “Acknowledgement Modes”, for definition and
discussion of the ACK message.

This transaction does not require Patient Identity Source Actors to include any attributes not

1075 already required by the corresponding HL7 message (as is described in the following sections).
This minimal set of requirements enables inclusion of the largest range of Patient Identity Source
Actor systems.

This transaction does place additional requirements on the Patient Identifier Cross-reference

Manager and Document Registry Actors, requiring them to accept a set of HL7 attributes beyond
1080  what is required by HL7. (See Section 3.8.4.1.3 for a description of these additional

requirements).

3.8.4.1.2.1MSH Segment

The MSH segment shall be constructed as defined in ITI TF-2x: C.2.2 “Message Control”.

Field MSH-9 Message Type shall have at least two components. The first component shall have a

1085 value of ADT; the second component shall have one of the values of A01, A04, A05 or A0S as
appropriate. The third component is optional; however, if present, it shall have the following
value for each corresponding message type:

e ADT_AO01 for AO1 message type
e ADT_AO01 for A04 message type
1090 e ADT_AO05 for AO5 message type
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e ADT_AO01 for AO8 message type

3.8.4.1.2.2EVN Segment

The Patient Identity Source Actor is not required to send any attributes within the EVN segment
beyond what is specified in the HL7 standard. See Table C.1-4 in ITI TF-2x: C.2.4 “Common
Segment Definitions” for the specification of this segment.

3.8.4.1.2.3PID Segment

The Patient Identity Source Actor is not required to send any attributes within the PID segment
beyond what is specified in the HL7 standard.

When sending ADT messages A01, A04, and AO5, the Patient Identity Source Actor shall
populate appropriate values in the fields as listed in Table 3.8-2:

Table 3.8-2: IHE Profile - PID segment

SEQ LEN DT OPT TBL# ITEM ELEMENT NAME
#

1 4 Sl 0] 00104 Set ID - Patient ID

2 20 CX 0] 00105 Patient ID

3 250 CX R 00106 Patient Identifier List

4 20 CX (0] 00107 Alternate Patient ID

5 250 XPN R 00108 Patient Name

6 250 XPN R+ 00109 Mother’s Maiden Name

7 26 TS R+ 00110 Date/Time of Birth

8 1 IS R+ 0001 00111 Administrative Sex

9 250 XPN 0 00112 Patient Alias

10 250 CE (0] 0005 00113 Race

11 250 XAD R2 00114 Patient Address

12 4 IS (0] 0289 00115 County Code

13 250 XTN R2 00116 Phone Number - Home

14 250 XTN R2 00117 Phone Number - Business

15 250 CE o 0296 00118 Primary Language

16 250 CE 0 0002 00119 Marital Status

17 250 CE 0 0006 00120 Religion

18 250 CX (0] 00121 Patient Account Number

19 16 ST R2 00122 SSN Number — Patient

20 25 DLN R2 00123 Driver's License Number - Patient

21 250 CX (0] 00124 Mother's Identifier

22 250 CE 0 0189 00125 Ethnic Group

23 250 ST 0 00126 Birth Place
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SEQ LEN DT OPT TBL# ITEM ELEMENT NAME
#

24 1 ID o] 0136 00127 Multiple Birth Indicator

25 2 NM 0 00128 Birth Order

26 250 CE 0 0171 00129 Citizenship

27 250 CE o 0172 00130 Veterans Military Status

28 250 CE (0] 0212 00739 Nationality

29 26 TS (0] 00740 Patient Death Date and Time

30 1 ID (0] 0136 00741 Patient Death Indicator

Adapted from the HL7 standard, Version 2.3.1

Notel: This table reflects attributes required to be handled by the Patient Identifier Cross-reference Manager (receiver). It is
likely that not all attributes marked as R2 or R+ above will be sent in some environments.

Note2: The field length of many attributes in this table exceeds the requirements stated in HL7 2.3.1. The Patient Identifier
Cross-reference Manager (receiver) is required to support these extended lengths to cope with the information it
needs to complete identifier cross-referencing logic. The Patient Identity Source may or may not send values of
the full length listed in this table.

This message shall use the field PID-3 Patient Identifier List to convey the Patient ID uniquely

identifying the patient within a given Patient Identification Domain.

The Patient Identity Source Actor shall provide the patient identifier in the ID component (first
component) of the PID-3 field (PID-3.1). The Patient Identity Source Actor shall use component
PID-3.4 to convey the assigning authority (Patient Identification Domain) of the patient
identifier. Either the first subcomponent (namespace ID) or the second and third subcomponents
(universal ID and universal 1D type) shall be populated. If all three subcomponents are
populated, the first subcomponent shall reference the same entity as is referenced by the second
and third components.

3.8.4.1.2.4PV1 Segment

The Admit/ Register or Update Patient message is not required to include any attributes within
the PV1 segment beyond what is specified in the HL7 standard.

3.8.4.1.3 Expected Actions — Patient Identifier Cross-reference Manager

The Patient Identifier Cross-reference Manager shall be capable of accepting attributes in the
PID segment as specified in HL7 standard as well as their extended field length as defined in
Table 3.8-2. This is to ensure that the Patient Identifier Cross-reference Manager can handle a
sufficient set of corroborating information in order to perform its cross-referencing function.

If the PID-3.4 (assigning authority) component is not included in the message (as described in
Section 3.8.4.1.2.3) the Patient Identifier Cross-reference Manager shall fill PID-3.4 prior to
storing the ID information and performing its cross-referencing activities. The information filled
by the Patient Identifier Cross-reference Manager is based on the configuration associating each
of the Patient Identity Source Actors with the subcomponents of the correct assigning authority
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(namespace ID, UID and UID type). (See Section 3.8.4.1.3.1 below for a list of required Patient
Identifier Cross-reference Manager configuration parameters).

A single Patient Identity Source Actor can serve multiple Patient Identification domains. The

1135  Patient Identifier Cross-reference Manager Actor shall only recognize (by configuration) a single
Patient Identity Source Actor per domain. (See Section 3.8.4.1.3.1 below for a list of required
Patient Identifier Cross-reference Manager configuration parameters).

The cross-referencing process (algorithm, human decisions, etc.) is performed within the Patient
Identifier Cross-reference Manager Actor, but its specification is beyond the scope of IHE.

1140  Once the Patient Identifier Cross-reference Manager has completed its cross-referencing
function, it shall make the newly cross-referenced identifiers available to PIX queries and send
out notification to any Patient Identifier Cross-reference Consumers that have been configured
(as being interested in receiving such notifications) using the PIX Update Notification
transaction (see Section 3.10 for the details of that transaction).

1145 3.8.4.1.3.1Required Patient Identifier Cross-reference Manager Configuration

The following items are expected to be parameters that are configurable on the Patient Identifier
Cross-reference Manager Actor. For each Patient Identification Domain included in the
Identification Cross-reference Domain managed by a Patient Identifier Cross-reference Manager
Actor, the following configuration information is needed:

1150 e |dentifier of the Domain. This identifier shall specify all 3 components of the HL7
assigning authority (including the namespace ID and/or both the universal ID and
universal ID type subcomponents) of the PID-3 field for the identification of the domain.

e Patient Identity Source Actor for the domain. This is expected to be the MSH-3 Sending
Application and the corresponding MSH-4 Sending Facility fields in the HL7 ADT
1155 message. (Alternative identification schemes might include IP address of the Patient
Identity Source Actor or Node Authentication if the Audit Trail and Node Authentication
Integration Profile is used.)

3.8.4.1.4 Expected Actions — Document Registry

The Document Registry shall be capable of accepting attributes in the PID segment as specified

1160 in Table 3.8-2a. The Patient Identity Feed transaction contains more triggers and data than what
the XDS Document Registry needs for its operation. In particular, AO8 — Update Patient
Information, if received shall be ignored.

Table 3.8-2a: IHE Profile - PID segment

SEQ LEN DT OPT TBL# ITEM ELEMENT NAME
#
3 250 CX R 00106 Patient Identifier List

1165  Adapted from the HL7 standard, Version 2.3.1
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Note: This table reflects only the attributes required to be handled by the Document Registry (receiver). Other attributes of
the PID Segment may be ignored.

If subcomponents 2 and 3 (the universal ID and the universal ID Type of Assigning Authority) of
the Patient Identification Domain of the XDS Affinity Domain in PID-3.4 are not filled in the
message (as described in Section 3.8.4.1.2.3) the Document Registry shall fill subcomponents 2
and 3 of the Patient Identification Domain of the XDS Affinity Domain prior to storing the
patient identity in the registry. The assigning authority information filled by the Document
Registry is based on its configuration of the Patient Identification Domain of the XDS Affinity
Domain (See Section 3.8.4.1.4.1 below for a list of required Document Registry configuration
parameters).

The Document Registry shall store only the patient identifiers of the patient identification
domain designated by the XDS Affinity Domain for document sharing in the registry. Patient
identifiers of other patient identification domains (assigning authorities), if present in a received
message, shall be ignored.

3.8.4.1.4.1Required Document Registry Configuration

The following items are expected to be parameters that are configurable on the Document
Registry Actor:

e |dentifier of the Patient Identification Domain of the XDS Affinity Domain. This
identifier shall be specified with 3 components of the HL7 assigning authority (data type
HD): namespacelD, universal ID and universal 1D type. The universal ID shall be an
ISO OID (Object Identifier), and therefore the universal ID Type must be “ISO”.

3.8.4.2 Patient Identity Management —Patient Identity Merge (Merge Patient ID)

3.8.4.2.1 Trigger Events

When two patients’ records are found to identify the same patient by a Patient Identity Source
Actor in a Patient Identifier Domain and are merged, the Patient Identity Source shall trigger the
following message:

e A40 - Merge Patient — Internal 1D

An A40 message indicates that the Patient Identity Source Actor has done a merge within a
specific Patient Identification Domain. That is, MRG-1 (patient ID) has been merged into PID-3
(Patient ID).

3.8.4.2.2 Message Semantics

The Patient Identity Feed transaction is an HL7 ADT message. The message shall be generated
by the system (Patient Identity Source Actor) that performs the update whenever two patient
records are found to reference the same person.
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Note: Conventions used in this section as well as additional qualifications to the level of specification and HL7 profiling
are stated in ITI TF-2x: Appendix C and C.1.

The segments of the HL7 Merge Patient message listed below are required, and the detailed
description of the message is provided in Section 3.8.4.2.2.1-3.8.4.2.2.6. The PV1 segment is
1205  optional.

Table 3.8-3: ADT A40 Patient Administration Message

ADT A40 Patient Administration Message Chapter in HL7
v2.3.1
MSH Message Header 2
EVN Event Type 3
PID Patient Identification 3
MRG Merge Information 3
[PV1] Patient Visit 3

Each message shall be acknowledged by the HL7 ACK message sent by the receiver of ADT
1210  message to its sender. See ITI TF-2x: C.2.3 “Acknowledgement Modes” for definition and
discussion of the ACK message.

A separate merge message shall be sent for each pair of patient records to be merged. For
example, if Patients A, B, and C are all to be merged into Patient B, two ADT"A40 messages
would be sent. In the first ADT~A40 message, patient B would be identified in the PID segment

1215 and Patient A would be identified in the MRG segment. In the second ADT*A40 message,
patient B would be identified in the PID segment, and Patient C would be identified in the MRG
segment.

Modification of any patient demographic information shall be done by sending a separate Update
Patient Information (A08) message for the current Patient ID. An A40 message is the only
1220  method that may be used to update a Patient ID.
3.8.4.2.2.1MSH Segment
MSH segment shall be constructed as defined in ITI TF-2x: C.2.2 “Message Control”,

Field MSH-9 Message Type shall have at least two components. The first component shall have a

value of ADT; the second component shall have value of A40. The third component is optional,
1225  however, if present, it shall have a value of ADT_A39.

3.8.4.2.2.2EVN Segment

See ITI TF-2x: C.2.4 for the list of all required and optional fields within the EVN segment.

3.8.4.2.2.3PID Segment
The PID segment shall be constructed as defined in Section 3.8.4.1.2.3.
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3.8.4.2.2.4MRG Segment

The MRG segment shall be constructed as defined in Table 3.8-4:
Table 3.8-4: IHE Profile - MRG segment

SEQ LEN DT OPT TBL# ITEM ELEMENT NAME
#

1 250 CX R 00211 Prior Patient Identifier List

2 250 CX (0] 00212 Prior Alternate Patient ID

3 250 CX (0] 00213 Prior Patient Account Number

4 250 CX R2 00214 Prior Patient ID

5 250 CX (0] 01279 Prior Visit Number

6 250 CX o 01280 Prior Alternate Visit ID

7 250 XPN R2 01281 Prior Patient Name

Adapted from the HL7 Standard, Version 2.3.1

The PID and PV1 segments contain the dominant patient information, including patient identifier
and the issuing assigning authority. The MRG segment identifies the “old” or secondary patient
records to be de-referenced. HL7 does not require that the “old” record be deleted; it does require
that the “old” identifier shall not be referenced in future transactions following the merge.

The Patient Identity Source Actor shall send the “old” patient identifier (to be merged) in MRG-
1, with the identifier value in the component MRG-1.1 and the assigning authority in the
component MRG-1.4. The Patient Identity Source Actor shall populate the same value of the
assigning authority in PID-3.4, in the component MRG-1.4.

3.8.4.2.2.5 PV1 Segment
PV1 segment shall be constructed as defined in Section 3.8.4.1.2.4.

3.8.4.2.3 Expected Actions

The Patient Identifier Cross-reference Manager shall be capable of accepting attributes in the
MRG segment as specified in Table 3.8-4.

In addition, the Patient Identifier Cross-reference Manager shall perform the Expected Actions as
specified in Section 3.8.4.1.3.

When the Patient Identifier Cross-reference Manager receives the ADT*A40 message type of the
Patient Identity Feed transaction, it shall cross-reference the patient identifiers provided in the
PID-3 and MRG-1 fields of the message by replacing any references it is maintaining internally
to the patient ID provided in the MRG-1 field by the patient ID included in the PID-3 field. After
the identifier references are replaced, the Patient Identifier Cross-reference Manager shall
reapply its internal cross-referencing logic/ policies before providing the updated information via
either the P1X Query or PIX Notification Transactions.
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3.8.4.2.4 Expected Actions — Document Registry

The Document Registry shall be capable of accepting attributes in the MRG segment as specified
in Table 3.8-4. Other attributes may exist, but the Document Registry shall ignore them.

1260 In addition, the Document Registry shall perform the Expected Actions as specified in Section
3.8.4.1.4.

When the Document Registry receives the ADT*A40 message type of the Patient Identity Feed
transaction, it shall merge the patient identity specified in MRG-1 (secondary patient identity)
into the patient identity specified in PID-3 (primary patient identity) in its registry. After the

1265 merge, all Document Submission Sets (including all Documents and Folders beneath them)
under the secondary patient identity before the merge shall point to the primary patient identity.
The secondary patient identity shall no longer be referenced in the future services provided by
the Document Registry.

Changes resulting from an A40 Merge message are not reversible. No UnMerge message is
1270  supported by this transaction.

See Section 3.18.4.1.2.3.8.1 for details of how this message type affects results of a Registry
Stored Query [ITI-18] transaction and the end of ITI TF-3: 4.1.11.

An A40 merge message contains two fields of interest:
e MRG-1 - subsumed patient identifier: the patient identifier whose use is being ended
1275 e PID-3 —surviving patient identifier: the patient identifier whose use continues.

After a merge, the patient identifier PID-3 represents all records formerly represented by either
MRG-1 or PID-3. All other fields may be ignored.

The following conditions shall be detected by the Document Registry. Messages containing these
conditions shall not update the state of the Document Registry.

1280 e The subsumed patient identifier is not issued by the correct Assigning Authority
according to the Affinity Domain configuration.

e The surviving patient identifier is not issued by the correct Assigning Authority
according to the Affinity Domain configuration.

e The subsumed and surviving patient identifiers are the same.
1285 e The subsumed patient identifier has already been subsumed by an earlier message.
e The surviving patient identifier has already been subsumed by and earlier message.

e Both the subsumed and surviving patient identifier must convey a currently active patient
identifier known to the Registry Actor.

If none of the above conditions occur then the Document Registry Actor shall perform the
1290  following duties:
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e Records the merge. Only the subsumed and surviving patient identifiers need be
remembered. A patient identifier merge affects the processing of future Register
Document Set-b [ITI-42] transactions. See ITI TF-3: 4.3.1.2.4 XDS Registry
Enforcement of Attributes and ITI TF-3: 4.3.1.2.5 XDS Registry Responsibilities for
more details.

e Multiple merge transactions can form a recorded merge chain, where the Subsumed
identifier of the current merge is the Surviving identifier of a previous merge.

e Register Document Set-b transactions referencing a subsumed identifier are rejected with

an XdsUnknownPatientld error.

e Registry Stored Query transactions referencing a subsumed identifier return no content.

e Registry Stored Query transactions referencing a surviving identifier successfully match
the entire recorded merge chain and return appropriate metadata.

Note: This transaction does not specify how the merge is to be implemented. It may or may not change the stored
form of the metadata. It only specifies the observable results from the perspective of the Registry Stored
Query transaction [ITI-18] and the Register Document Set-b transaction [ITI-42].

3.8.5 Security Considerations

3.8.5.1 Audit Record Considerations — Admit/Register or Update Patient

The Patient Admit/Register transactions (A01, A04, A05) and Update Patient Information (A08)
transaction are to be audited as “Patient Record” events, as defined in Table 3.20.6-1. The
following tables show items that are required to be part of the audit record for these specific PIX

transactions.

3.8.5.1.1 Patient Identity Source Actor audit message:

Field Name Opt Value Constraints
Event EventID M EV(110110, DCM, “Patient Record™)
Evégslzlewniisfﬁigiilon EventActionCode M E Ezlsc?;fg;z:fol 8 AD4, ADS
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-8”, “IHE Transactions”, “Patient ldentity Feed”)

Source (Patient Identity Source Actor) (1)

Human Requestor (0..n)

Destination (Patient Identifier Cross-reference Manager or Document Registry) (1)

Audit Source (Patient Identity Source Actor) (1)

Patient (1)

Where:

Source

AuditMessage/
ActiveParticipant

UserID

The identity of the Patient Identity Source Actor facility and sending
application from the HL7 message; concatenated together, separated by
the | character.
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The process ID as used within the local operating system in the local

AlternativeUserID M system logs.
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Human UserID M Identity of the human that initiated the transaction.
Requestor (if AlternativeUser|D U not specialized
known) UserName U not specialized
Aﬁtluj\?elggrislz?git UserlsRequestor U not specialized
RolelDCode U Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination The identity of the Patient Identifier Cross-reference Manager or
AuditMessage/ UserID M Document Registry facility and receiving application from the HL7
ActiveParticipant message; concatenated together, separated by the | character.
AlternativeUserID M not specialized
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110152, DCM, “Destination™)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD U not specialized
Auditéggrig::zzsnatgigfc stion AuditEnterpriseSitelD U not specialized
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M “1” (person)
Pam(ciApﬁttg'&S:;ﬁenﬁﬁ ParticipantObjectTypeCodeRole M “1” (patient)
cation) ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M not specialized
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail M Type=MSH-10 (the literal string), Value=the value of MSH-10 (from

the message content, base64 encoded)
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3.8.5.1.2 Patient Identifier Cross-reference Manager or Document Registry Actor
audit message:

Field Name Opt Value Constraints
Event EventID M EV(110110, DCM, “Patient Record™)
Evﬁﬁﬁ'ézﬂnifﬁigifon EventActionCode M S EEE;:Z;?;A;; 8 AD4, A0S
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-8”, “IHE Transactions”, “Patient Identity Feed”)

Source (Patient Identity Source Actor) (1)

Destination (Patient Identifier Cross-reference Manager or Document Registry) (1)

Audit Source (Patient Identifier Cross-reference Manager or Document Registry) (1)

Patient(1)

Where:

Source

The identity of the Patient Identity Source Actor facility and sending

AuditMessage/ UserID M application from the HL7 message; concatenated together, separated by
ActiveParticipant the | character.
AlternativeUserID U not specialized
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Destination The identity of the Patient Identifier Cross-reference Manager or
AuditMessage/ UserlD M Document Registry facility and receiving application from the HL7
ActiveParticipant message; concatenated together, separated by the | character.
AlternativeUserlD M The process ID as used within the local operating system in the local
system logs.
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110152, DCM, “Destination”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD u not specialized
~AuditMessage/ AuditEnterpriseSite|D U not specialized
AuditSourceldentification
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M | “1” (person)
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ParticipantObjectTypeCodeRole M “1” (patient)

ParticipantObjectDataL ifeCycle U not specialized

ParticipantObjectIDTypeCode M not specialized

ParticipantObjectSensitivity U not specialized

ParticipantObjectID M the patient ID in HL7 CX format.

ParticipantObjectName U not specialized

ParticipantObjectQuery U not specialized

ParticipantObjectDetail M Type=MSH-10 (the literal string), Value=the value of MSH-10 (from

the message content, base64 encoded)

3.8.5.2 Audit Record Considerations — Patient Identity Merge (Merge Patient ID)

The Patient Identity Merge transaction (A40) is to be audited as a “Patient Record” event, as
defined in Table 3.20.6-1. The following tables show items that are required to be part of the
audit record for the Patient Identity Merge transaction. Logically, a merge operation consists of a
delete on one patient record, and an update of another patient record. Separate audit records shall
be written for the delete operation and the update operation.

3.8.5.2.1 Patient Identity Source Actor audit message:

Field Name Opt Value Constraints
Event EventID M EV(110110, DCM, “Patient Record™)
Ev?ﬁﬂ'éiﬂnifﬁiiifon EventActionCode M B ES;Ideat\fe))f?orrt?hee?Jegl)zta\eteoz:eart;;r;n
EventDateTime M not specialized
EventOutcomelndicator M not specialized
EventTypeCode M EV(“ITI-8”, “IHE Transactions”, “Patient ldentity Feed”)

Source (Patient Identity Source Actor) (1)

Human Requestor (0..n)

Destination (Patient Identifier Cross-reference Manager or Document Registry) (1)

Audit Source (Patient Identity Source Actor) (1)

Patient(1)

Where:

Source

The identity of the Patient Identity Source Actor facility and sending

AuditMessage/ UserlD M application from the HL7 message; concatenated together, separated by
ActiveParticipant the | character.
AlternativeUserlD M :’;Sie;?rzolcoe; ID as used within the local operating system in the local
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Human UserlD M Identity of the human that initiated the transaction.
Requestor (if AlternativeUser|D U not specialized
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known) UserName U not specialized
A’;‘I’\‘I’e';'\;'r‘i[ﬁ?git UserlsRequestor U not specialized
RolelDCode U Access Control role(s) the user holds that allows this transaction.
NetworkAccessPointTypeCode NA
NetworkAccessPointID NA
Destination The identity of the Patient Identifier Cross-reference Manager or
AuditMessage/ UserID M Document Registry facility and receiving application from the HL7
ActiveParticipant message; concatenated together, separated by the | character.
AlternativeUser|D U not specialized
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110152, DCM, “Destination™)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD u not specialized
Audn@s:;z’::szzangc stion AuditEnterpriseSite|D U not specialized
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M “1” (person)
Pam(ciApﬁttg'&S:Catgl*gemm ParticipantObjectTypeCodeRole M “1” (patient)
cation) ParticipantObjectDataLifeCycle U not specialized
ParticipantObjectIDTypeCode M not specialized
ParticipantObjectSensitivity U not specialized
ParticipantObjectID M the patient ID in HL7 CX format.
ParticipantObjectName U not specialized
ParticipantObjectQuery U not specialized
ParticipantObjectDetail M Type=MSH-10 (the literal string), Value=the value of MSH-10 (from

the message content, base64 encoded)

3.8.5.2.2 Patient Identifier Cross-reference Manager or Document Registry Actor
audit message:

Field Name

Opt

Value Constraints

Event

EventID

M

EV(110110, DCM, “Patient Record™)
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EventActionCode

“D” (delete) for the Delete audit record
“U” (update) for the Update audit record

EventDateTime

not specialized

EventOutcomelndicator

not specialized

EventTypeCode

= =

EV(“ITI-8”, “IHE Transactions”, “Patient Identity Feed”)

Source (Patient Identity Source Actor) (1)

Destination (Patient Identifier Cross-reference Manager or Document Registry) (1)

Audit Source (Patient Identifier Cross-reference Manager or Document Registry) (1)

Patient(1)
Where:
Source The identity of the Patient Identity Source Actor facility and sending
AuditMessage/ UserID M application from the HL7 message; concatenated together, separated by
ActiveParticipant the | character.
AlternativeUserID U not specialized
UserName U not specialized
UserlIsRequestor U not specialized
RolelDCode M EV(110153, DCM, “Source”)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Destination The identity of_the Patigqt Identifier_C_ross-refe'ren.ce Manager or
e | DD " || mecsager conosenated togeter, separated by he | character.
AlternativeUserID M I;]sieer?l%e;: ID as used within the local operating system in the local
UserName U not specialized
UserlsRequestor U not specialized
RolelDCode M EV(110152, DCM, “Destination™)
NetworkAccessPointTypeCode M “1” for machine (DNS) name, “2” for IP address
NetworkAccessPointID M The machine name or IP address.
Audit Source AuditSourcelD u not specialized
Audn@s:;z’::szzangc stion AuditEnterpriseSite|D U not specialized
AuditSourceTypeCode U not specialized
Patient ParticipantObjectTypeCode M “1” (person)
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ParticipantObjectTypeCodeRole M “1” (patient)

ParticipantObjectDataL ifeCycle U not specialized

ParticipantObjectIDTypeCode M Not specialized

ParticipantObjectSensitivity U not specialized

ParticipantObjectID M the patient ID in HL7 CX format.

ParticipantObjectName U not specialized

ParticipantObjectQuery U not specialized

M || meMSHL0 ne e g, Ve vl of MSH 0 o

1350 3.9 PIX Query

This section corresponds to Transaction ITI-9 of the IHE IT Infrastructure Technical Framework.
Transaction ITI-9 is used by the Patient Identifier Cross-reference Consumer and Patient
Identifier Cross-reference Manager Actors.

3.9.1 Scope

1355  This transaction involves a request by the Patient Identifier Cross-reference Consumer Actor for
a list of patient identifiers that correspond to a patient identifier known by the consumer. The
request is received by the Patient Identifier Cross-reference Manager. The Patient Identifier
Cross-reference Manager immediately processes the request and returns a response in the form
of a list of corresponding patient identifiers, if any.

1360 3.9.2Use Case Roles

Patient Identifier
Cross-reference
Consumer

Patient Identifier
Cross-reference
Manager

Actor: Patient Identifier Cross-reference Consumer

Role: Queries the Patient Identifier Cross-reference Manager for a list of corresponding patient
1365 identifiers, if any

Actor: Patient Identifier Cross-reference Manager
Role: Manages the cross-referencing of patient identifiers across Patient Identification Domains.
Upon request it returns a list of corresponding patient identifiers, if any.
3.9.3 Referenced Standard
1370  HL7 2.5, Chapter 2 — Control, Chapter 3 — Patient Administration, Chapter 5 — Query
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HLY7 version 2.5 was selected for this transaction for the following reasons:
It was considered the most stable version that contained the functionality required by
transactions [ITI-9] and [ITI-10].

3.9.4Interaction Diagram

Patient Identifier
Cross-reference
Consumer

Patient Identifier
Cross-reference
. Manager

0 |
Get Corresponding
Identifiers: HL7 QBP"